Set up McGill VPN on Android

You can configure your Android smartphone or mobile tablet to use McGill's Virtual Private
Network (VPN) if you want to access McGill restricted sites and resources, except for Library
resources.

NOTICE: Beginning in July 2014, McGill has a new, more secure VPN server. Please follow
the instructions below if you need to access secure resources, except for Library resources.

No VPN connection needed to access Library resources, with the exception of some mobile
apps:

e McGill students, faculty and staff can simply click on any Library resource link and they
will be prompted to sign into EZproxy, a service which provides access to the materials
you are allowed to view based on your student, faculty or staff member status.

e McGill alumni can access Library resources through Web VPN. Find out more about
Library Resources for Alumni.

Note: Due to licensing restrictions, only McGill students, faculty and staff are allowed to access
restricted library resources through VPN or EZproxy.

Step 1: Download and install the Cisco AnyConnect app

This app is supported on Android 4.0 or higher.

1. Go to the Google Play Store and search for "cisco anyconnect”.
2. Select the FREE Cisco AnyConnect app and click Install.
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3. You will be prompted to allow the app to access features of your Android device. Click
Accept.



Device & app history
Photos/Media/Files
Wi-Fi connection information

Device ID & call information
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Step 2: Set up a McGill VPN connection

1. Find the AnyConnect icon on your device and tap on it. You will be prompted to accept
Cisco's End User License Agreement. Click Accept.



P er License Agreement for
Cisco Systems AnyConnect Secure Mobility and
other related Client Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement
(SEULA) contains additional terms and conditions
for the Software Product licensed under the End
User License Agreement (EULA) between You (You
as used herein means You and the business entity
you represent) and Cisco (collectively, the
Agreement). Capitalized terms used in this SEULA
but not defined will have the meanings assigned to
them in the EULA. To the extent that there is a
conflict between the terms and conditions of the
EULA and this SEULA, the terms and conditions of
this SEULA will take precedence. In addition to the
limitations set forth in the EULA on your access and
use of th tware, you agree to comply at all times
with the terms and conditions provided in this
SEULA. DOWNLOADING, INSTALLING, OR USING
THE SOFTWARE CONSTITUTES ACCEPTANCE OF
THE AGREEMENT, AND YOU ARE BINDING
YOURSELF AND THE BUSINESS ENTITY THAT YOU
REPRESENT (COLLECTIVELY, CUSTOMER) TO THE
AGREEMENT. IF YOU DO NOT AGREE TO ALL OF
THE TERMS OF THE AGREEMENT, THEN CISCO IS
UNWILLING TO LICENSE THE SOFTWARE TO YOU
AND (A) YOU MAY NOT DOWNLOAD, INSTALL OR

Decline Accept
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2. Click Add New VPN Connection...



o Q@

.u‘ nyon’ne’ct

'CISCO  Secure Mobility Client

AnyConnect VPN
NocoyE:ecﬁon-sdected m

Choose a connection..

Fill the information as follows and tap Done:

o Description: McGill VPN
o Server address: securevpn.mcgill.ca



securevpn.mcqgill.ca

Cancel

o Keep the default settings under Advanced Preferences and click Done.
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Step 3: Connect to the McGill VPN

1. Click on the McGill VPN connection or swipe the toggle switch from Off to On.



2. Enter your McGill Username and McGill Password to authenticate and click OK. Your
McGill Password will not be saved so you need to enter it in each time you connect to
VPN.



Please enter your username and password.
Username

first last@mcgill.ca

Password

T E TR

You will be prompted to Accept the Policy on the Responsible Use of McGill
Information Technology Resources.

Please respond to VPN banner

Use of this application is governed by the
"Policy on the Responsible Use of McGill
Information Technology Resources”
Unauthorized use is prohibited
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Cancel Accept

You will be prompted to give your permission to establish the VPN connection. Check
the box next to to | trust this application and click OK
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e AnyConnect attempts to create
a VPN connection

By proceeding, you are giving the
application permission to intercept
all network traffic. Do NOT accept
unless you trust the application.
Otherwise, you run the risk of having
your data compromised by a
malicious software.

“ | trust this application.

Cancel

You should now be able to access McGill secure resources as if you were connected to
the campus network.

Step 4: Disconnect from the VPN

To disconnect from the VPN, swipe the On toggle switch to Off.
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Choose a connection..

OR, click the AnyConnect icon on your Android App menu and select Disconnect.



AnyConnect VPN
00:00:17
22770 bytes / 193

packets

68187 bytes / 150
packets

Disconnect




